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BNA Insights
Ways to Keep Data Security in Target
When Negotiating Outsourcing Agreements
BY SETH A. NORTHROP

T he recent data breach at one of
the nation’s largest retailers,

Target, has put back into focus the
importance of data security to cus-
tomer goodwill and the corporate
bottom line. Reaction to the theft of
financial information from tens of
millions of Target’s customers has
been swift.1 Further, the potential fi-
nancial liability and loss of cus-
tomer confidence may be
substantial.

Data breaches, however, are any-
thing but isolated—and they cer-
tainly have not only impacted Tar-
get. Contemporaneously with Tar-
get, for example, Neiman Marcus
confirmed its own data breach.2

Both Target and Neiman Marcus
are on a growing list of retailers that
have experienced data loss, includ-
ing a widely reported breach of

more than 45 million T.J.Maxx and
Marshalls customers in 2007.3 And
it is not a phenomenon that has hit
only retailers: highly publicized at-
tacks have hit financial institutions,
marketing aggregators and even
bellwethers of the information tech-
nology sector.

Moreover, the dizzying barrage
of threats that corporations face is
further complicated by ever-
growing diversity in the devices and
systems they must secure, the in-
creasing interconnectedness of their
organizations and an increased
trust in third-party service providers
to deliver perceived expertise in in-
formation management. That level
of trust, however, often leads orga-
nizations into complacency when it
comes to managing personal and
confidential data. A recent 2013 sur-
vey by Trustwave put this threat in
perspective: of the 450 global data
breaches examined, almost two

thirds were connected to third-party
providers of information technology
services.4

Increasing technology complex-
ity ensures that sourcing will con-
tinue to be a fixture for organiza-
tions. Accordingly, being proactive
about negotiating terms with these
third-party providers related to data
security and maintaining the same
level of governance externally as in-
ternally are critical to ensuring that
outsourcing does not put companies
in the target of hackers. Moreover,
these measures ensure that when
those organizations become the
next Target, they are able to re-
spond swiftly and effectively. The
specific contractual terms that de-
serve a prospective outsourcer’s fo-
cus span across operation, gover-
nance and incident response.

The Outsourcing Agreement
The starting point for minimizing

risks from third-party technology
providers is the clarity of the negoti-
ated sourcing agreement. Commit-
ment to clarity can minimize ques-
tions about responsibility when
events—as they always do—deviate
from expectation.

Perhaps the most obvious, but of-
ten overlooked, component of
sourcing agreements that mitigate
data security risk relates to how the
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vendor actually acts to protect the
outsourcer’s data. Often, outsourcers
do not require that the vendor’s secu-
rity policies meet even the outsourc-
er’s minimum expectations of itself.
A 2013 Ponemon Institute study
sponsored by Experian identified sig-
nificant gaps between the more strin-
gent in-house data security practices
to which corporations hold them-
selves and those to which they hold
their various vendors.5 In other
words, corporations were applying a
higher standard to themselves than
third-party information services
providers.

In part, this negative gap stems
from the heightened confidence the
outsourcer has in the vendor’s ability
to secure information. This trust,
however, often is misplaced. Out-
sourcers therefore should focus on
translating their confidence in ven-
dors into concrete contractual expec-
tations that ensure their data is
treated at least as carefully by ven-
dors as it is in-house.

In addition, consider these specific
tips when negotiating the sourcing
agreement:

Do not expect the vendor to view
your own security policies as the
minimum requirement. Perhaps most
fundamental for an outsourcer seek-
ing to source data management is de-
manding adequate physical and elec-
tronic security for its data. Many or-
ganizations have invested
significantly in defining the minimum
requirements of the systems manag-
ing their data. These can include the
physical requirements of data cen-
ters, the definition of control groups
that have access to certain types of
data, user management policies, the
types of information that must be
stored in encrypted form and the
minimum requirements expected of
employees working with the organi-
zation’s data. Yet, when it comes time
to negotiate a sourcing agreement,
those policies often are ignored or
thrown aside. Given that these re-
quirements often already have been
reduced to paper, translating them
into concrete contractual baselines
can be less complex than other po-
tential disputed contractual terms.
Further, they can provide clarity and
continuity in service delivery if incor-
porated. At a minimum, companies

should avoid diluting their data secu-
rity standards simply by entering into
a sourcing agreement.

Insist on Compliance. Beyond ex-
pressly laying out the data manage-
ment requirements, insisting on com-
pliance with internal, regulatory or
industry best practices can be an es-
sential component in contract design.
At a minimum, companies should ex-
pressly require that providers adhere
to the myriad state, federal and inter-
national data privacy regulations. But
this should be the floor, not the aspi-
ration. Other options include insist-
ing on compliance with industry best
practices, such as ISO 27001 and ISO
27002, PCI Data Security Standard,
or the Control Objectives for Infor-
mation and related Technology (CO-
BIT) standards. Although these stan-
dards are inherently limited given
their lack of flexibility or specificity
to a particular organization, they
nonetheless can provide a baseline
for companies that do not have a ma-
ture security policy and also provide
a reference point that will evolve in-
dependent of the contract as industry
expectations change.

Demand data ownership. At a
minimum, an outsourcer should de-
mand that data remains its own and
be designated as confidential. This
requirement creates an operational
framework for how the provider in-
teracts with the data. Moreover,
within that framework, companies
should insist on contractual terms
that clearly define where the data
geographically resides and who can
access or manipulate it. Organiza-
tions also should seek to limit provid-
ers’ ability to pass data to third par-
ties because each step away from the
original source limits their control
and can introduce unexpected or un-
desirable regulatory issues when the
data passes from one jurisdiction to
another. To the extent data needs to
be passed to third parties, companies
ought to demand approval, transpar-
ency, consistency in compliance with
the agreement and culpability of the
provider for the actions of its sub-
contractors.

Governance
Few areas are more important to

the success of outsourcing relation-
ships than a robust governance re-
gime. Without adequate oversight,
corporations are exposed to business
disruption, legal liability and a loss of
customer goodwill. Sustainable gov-
ernance stretches beyond merely de-
fining visibility within each outsourc-

ing contract; it requires constantly
engaging the stakeholders on the im-
portance of implementing and en-
forcing existing governance tools.

Few areas are more important to

the success of outsourcing

relationships than a robust

governance regime.

Consider the following tips:
Define governance structure. Be-

fore negotiating an outsourcing
agreement, it is important for a com-
pany to understand who it will lean
upon to guide the ship. Defining a
consistent and stable governance
team will help the organization
through each phase of the outsourc-
ing relationship. Often, this gover-
nance team should span across dif-
ferent vendor relationships to ensure
consistency in management, over-
sight and corporate guidance.

Negotiate sufficient transparency
to enable governance. A governance
team is only as effective as the infor-
mation it has to assess the progress of
the outsourcing relationship. In the
context of data security, the agree-
ment should require that the vendor
provide transparency in the security
policies it follows. There must be ad-
equate auditing rights that stretch be-
yond whether specific items in the
statement of work are being per-
formed and instead enable the com-
pany to explore the providers’ adher-
ence to applicable security policies,
government regulations and best
practices. The contract should have
clearly defined intrusion detection
testing protocols, the results of which
are regularly provided to the compa-
ny’s governance team. Finally, there
should be a strong focus on perfor-
mance measurements through clearly
defined service level agreements re-
lated to areas such as network scan-
ning, security policy management,
antivirus management, and backup
and recovery.

Conduct continual vendor risk
management. Typically, organiza-
tions confine their vendor risk man-
agement analysis to pre-contract due
diligence periods. However, like any
segment of technology, the baseline
assumptions can dramatically change
as time progresses. By reassessing
providers on a regular basis, the gov-
ernance team will stay engaged in
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SECURING OUTSOURCED CONSUMER DATA
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data.jsp.

2 (No. 5)

1-29-14 COPYRIGHT � 2014 BY THE BUREAU OF NATIONAL AFFAIRS, INC. CCW ISSN 0886-0475

http://www.experian.com/innovation/business-resources/securing-outsourced-customer-data.jsp
http://www.experian.com/innovation/business-resources/securing-outsourced-customer-data.jsp
http://www.experian.com/innovation/business-resources/securing-outsourced-customer-data.jsp
http://www.experian.com/innovation/business-resources/securing-outsourced-customer-data.jsp


risk mitigation, proactively identify
performance gaps and identify poten-
tial exit strategies (and barriers)
should the relationship unravel.

Incident Management
When a breach occurs, it is impor-

tant that the sourcing agreement
clearly delineates what needs to hap-
pen and whose responsibility it is to
act. Expediency and clarity often can
be the difference between the organi-
zation containing damage or experi-
encing a public relations spiral. Some
things to consider when negotiating
an agreement include:

Demand immediate notification of
breach. One important component
that companies ought to insist on in-
cluding in any agreement is expedi-
tious notification if the provider sus-
pects a breach. Early notification can
help the organization control the
damage, avoid the embarrassment of
having a third-party source disclose
the breach and allow the company to
start the ball rolling on meeting its
regulatory obligations. In contrast, a
lack of early disclosure can cripple
the organization’s governance opera-
tions, inhibit it from crafting a re-
sponse and potentially expose it to in-
creased legal liability.

Clearly define cost allocation.
Dealing with ambiguity in cost alloca-
tion when responding to a data

breach is one of the last things parties
want to deal with during a crisis.
These costs can be significant as the
organization struggles to work tire-
lessly to shore up systems, compen-
sate impacted individuals and deal
with the loss or interruption of busi-
ness activity. By committing to clarity
at the front of contract, the parties
can better focus efforts on immediate
remediation should a data breach
occur.

Insist on cyber security insurance.
Few outsourcing providers can ab-
sorb the tremendous potential liabil-
ity resulting from a data breach—
particularly when it impacts large
customers with even larger record
sets. Negotiating cost allocations be-
comes largely meaningless when one
party collapses under the weight of li-
ability. Ensuring that the agreement
contains adequate provisions for cov-
erage of catastrophic events there-
fore is critically important to control-
ling risk.

Be mindful of liability caps. In-
creasingly, providers are insisting on
smaller and smaller caps on potential
liability—sometimes demanding caps
equivalent to only a few months of
fees paid under the contract. Devis-
ing exclusions to any such caps—for
example, if the provider fails to pro-
vide timely notification of a breach,
hides critical information or other-
wise unnecessarily exacerbates the

harm to the company—will substan-
tially mitigate risk for organizations
considering outsourcing. But at a
minimum, companies ought to calcu-
late their potential risk so that if a
large-scale breach occurs, they have
sufficient external coverage to cover
losses that exceed negotiated caps.

Insist on post-mortem root cause
analyses. Companies should insistent
that breaches are accompanied by
clear obligations by the provider to
perform, or assist, in a post-mortem
analysis of each factor that contrib-
uted to the security lapse. Often,
hackers will test attacks on a system
on a smaller scale before instituting a
large-scale attack. A robust system of
detection, response and analysis of
these less-severe attacks can help
prevent large-scale breaches in the
future.
Conclusion

Preventing and reacting to data
breaches caused by sourcing provid-
ers begins with anticipation and clar-
ity. Target will not be the only target
of hackers. As it becomes increas-
ingly frequent for organizations to
outsource critical data management
functions, the risk only will increase.
However, keeping data security in
target when negotiating outsourcing
agreements can substantially im-
prove an organization’s ability to pre-
vent an attack and respond should it
occur.
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